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HOJIMTUKA OBPABOTKH U 3ALLIUTBI ITEPCOHAJILHBIX JAHHBIX

MyYHHUMIIAJILHOI0 KA3eHHOT0 yVupexaeHust «CepBUCHBI eHTD»

1. O6mme nosoxenus

I.1. Hacrosmee Ilonoxenue onpenensier nenu, 3a1a4v M OCHOBHBIE MEPOIIPUATHS TIO
obecrneuennto 6e30MacHOCTH MEePCOHANBHBIX JAHHBIX B MKY «CepBHUCHBIN LIeHTP» (pasee 1o
TEKCTY - VYUpexKIeHHE) OT HECaHKLMOHUPOBAHHOIO AOCTyNna, HENPaBOMEPHOI0 UX
MCIIOJIb30BAHUS UJIK YTPATHI.

[.2. Tlonoxenue pa3paboTaHO B COOTBETCTBUU C JICUCTBYIOLIUM 3aKOHOAATEIbCTBOM
Poccuiickoit @enepanyn B 061aCTH 3a1UTBI IEPCOHABLHBIX TAHHbIX:

[.2.1. ®denepanbhblii 3akoH ot 27.07.2006 N 152-®3 "0 NEePCOHANbHBIX JaHHbIX" .

[.2.2. Ilocranosnenus [Ipasurenscra Poccuiickoii ®enepauuu ot 15.09.2008 N 687 "O6
yrBepxkaeHun  llonoxenuss 06  o0cobGeHHOCTsIX  06pabOTKH  MEPCOHAJBHBIX JIAHHBIX,
OCYLIECTBJISIEMON O€3 MCIONIb30BAHMS CPEACTB ABTOMATU3ALIN".

[.2.3. IlocranoBnenus IlpasurenbcrBa Poccuiickoii Oenepauun or 01.11.2012 N 1119
"O0 yTBepkaeHuu TPeOOBaHUI K 3alMuTe MEPCOHANBHBIX NAaHHBIX NpPU uX 00paboTke B
MH()OPMALHOHHBIX CHCTEMAX MEPCOHANBHBIX NaHHbIX"

|.2.4. HopMaTuBHBIE TOKYMEHTBI YIIOJHOMOYEHHBIX OPraHoB.

I.3. Tlonoxenune sBnsieTcsi OCHOBOI Nisi pa3paboOTKM JIOKAIBHBIX HOPMATHUBHBIX aKTOB
Yupesxaenus no obecrnieuennto 6ezonacHoctu [1J1H.

I.4. Hacrosiee nonoxxeHue pacrnpocTpaHsercs Ha COTPYAHUKOB YUpEKAECHUS, BKJIIOYAS
COTPYAHHMKOB, pPaOOTAKIUX IO JOroBOPY MNOAPSAA, a TaKkkKe Ha COTPYAHHUKOB CTOPOHHUX
OPraHu3alMH, B3aUMOAEHCTBYIOIMX C YYpPEKIEHUEM HAa OCHOBAHUU COOTBETCTBYHOLIHUX
HOPMATHBHDIX, IPABOBLIX W OPraHU3aLMOHHO-PACTIOPSAUTENLHBIX JIOKYMEHTOB, pusznyeckux

JIML, HAXOUILIMXCS B IPAXKIaHCKO-NPABOBBIX OTHOIIEGHUSX C YUpexIeHueM.



2. TepMuHbI U NPpUHATBHIE COKPAIIlEHUS]

Ilepconanbubie pauubie (IIL) - mobas uabopmanus, OTHOCAIIASACS K NPAMO HIIH
KOCBEHHO OINpPENEeNIeHHOMY WM onpenensieMomy pusuueckomy juny (CyObekTy NnepCoOHaIbHBIX
JJAHHBIX ).

O0pabdoTka nmepcoHANbHBIX JaHHBIX - JII000E NeiicTBUe (omepanus) Wi COBOKYITHOCTD
NEUCTBUM (Orepanuii), COBEPLIAEMBIX C HCMOJIb30BAHHEM CPENCTB aBTOMAaTHU3aLMM WU 0e3
MCIOJIb30BAHUSI TAaKUX CPEACTB C IMEPCOHAJBbHBIMU JaHHbIMM, BKJIHOUass CcOOp, 3aruch,
CUCTEMATHU3aLIMI0, HAKOIUIEHUE, XpaHeHUe, yTouHeHue (0OHOBIEHHE, U3MEHEHHE), U3BJICYEHHE,
MCIIONb30BaHUE, mnepenady (pacnpocTpaHeHue, IpeoCTaBJIeHUe, IOCTYIl), O00e3IUYMBaHUE,
OJIOKUPOBAHUE, YAAIECHUE, YHUUTOXKEHHUE MEPCOHAJIbHBIX JIAHHbIX.

Oneparop mnepcoHaqbHBIX AaHHBIX (omepaTop) - TOCYJIapCTBEHHBINM  Opra,
MYHULIMITAJIbHBIM OPraH, KPUAUYECKOE WU (PU3NUYECKOe JTULI0, CAMOCTOSTEIbHO UJIX COBMECTHO
C APYrMMM JHLIAMH OpraHusyrmue u (Wam) ocyuecTBiswomue oOpaboTKy nepcoHabHbBIX
JJAHHBIX, & TakKxXke OmNpenesolue ueau o0paboTKu MNEPCOHAJIbHBIX JAaHHBIX, COCTaB
[MEPCOHAJIbHBIX JaHHBIX, MOAJIeXamux o00paboTke, AeucTBus (orepanuu), COBEPILIAEMBIE C
MEPCOHAJIbHBIMU JAHHBIMU.

ABTOMATH3HPOBAHHANA 00PA0OTKA MEPCOHANBHBIX IAHHBIX - 00pad0TKa NEPCOHAIBHBIX
JAHHBIX C MTOMOIIBIO CPEACTB BHIYUCIUTEIbHON TEXHUKH.

Nudopmanmonnas cucrema mnepcoHaabubix Aanabix (MCIIJI) - COBOKYIHOCTB
colepKaluuxcs B 0a3ax JaHHBIX MEPCOHAJNbHBIX JaHHBIX W 00ECHeUYMBAIOIMX HUX 00pabOTKY
MH(POPMALIMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPEJICTB.

IlepconasibHbIe AaHHBbIE, pa3pelieHHble CY0bEKTOM MEPCOHANbHBIX AAHHBIX AJIS
pacnpocTpaHeHusi, - IEPCOHAJIIbHBIE JaHHbIE, NOCTYI HEOrPAHUYEHHOTO Kpyra JIMI K KOTOPbIM
PEIOCTABIEH CYyOBEKTOM NEPCOHANBbHBIX MNaHHBIX IyTEM Ja4M corjacus Ha o0paboTky
MEPCOHAJIbHBIX  JAHHBIX,  Pa3pEeLICHHbIX CYOBEKTOM  MNEPCOHAJBbHBIX  HAHHBIX IS
pacrnpoCcTpaHeHusl B YyCTAHOBJIIEHHOM IOPSIIKE.

byiokupoBanue nepcoHaANbHBIX JAHHBLIX - BpPEMEHHOE IMpekpalieHie o00padoTKu
[MEPCOHAJIbHBIX JIAHHBIX (32 MCKIIOYEHHEM Ciy4daeB, eciu oOpaboTka HeoOxoauma s
YTOYHEHUS NTEPCOHAJIBHBIX JIAHHbIX ).

YHHYTOKEHHE NEePCOHANbHBIX JAHHBIX - IEHCTBUS, B PE3YJILTATE KOTOPBIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTAHOBUTbH COJIEP)KAHUE TNEPCOHAJbHBIX JIAHHBIX B HH(MOPMALIMOHHOM
CUCTEME MEePCOHAJIbHBIX JaHHBIX U (MJIM) B Pe3yJIbTaTe KOTOPbIX YHUYTOXKAIOTCS MAaTEPHAJIbHbIE

HOCHUTCIJIH TICPCOHAJIBHBIX NJAHHBIX.



3. O6padoTKa NepCcoOHAIbHBIX JaHHBIX

3.1. Ilonyuenne [1/1.

3.1.1. Bee IIJ1 cneayer moaydark ot camoro cyobekta. Ecim IIJI cyObekTa MOXHO
[OJIYYHTh TOJBKO Yy TPeThed cTOpoHbl, To CyObeKT J0KeH ObITh yBEJOMIICH 00 5TOM MIIA OT
HETro JIOJHKHO OBITH ITOJIYUYEHO COrJiacHe.

3.1.2. Oneparop aomkeH cooOmuTh CyObeKTy 0 LEJsX, IMPeanoiaraéMplX HCTOYHHUKAX U
ciocobax mosryuenmsi [1]1, nepeune npeitcteuii ¢ 111, cpoke, B T€4eHHE KOTOPOTO JICUCTBYET
corjiacue | MOpPSIKE €ro OT3hIBa, a TakXKe O MocIeICTBUAX oTKa3a CyObeKTa J1aTh MHCbMCHHOEC
corjlacue Ha MX MOJIy4eHHE.

3.1.3. JlokymenTsl, coaepxatue 111 cozparorcs myrem:

- KONHMPOBAHHWSI OPHIMHAJIOB JIOKYMEHTOB (MAcmopr, JOKYMEHT 00 o00pazoBaHuH,
ceuaerenbctBo MHH, neHcHoHHOE CBUAETENBLCTBO H JIP. );

- BHECEHUS CBEJIEHUM B yUeTHbIE (POPMBI;

- TIOJIYYEHHS] OPUTHHAJIOB HEOOXOUMBIX JOKYMEHTOB (TpyAoBas KHWKKA, MCAUIIMHCKOC
3aKJIIOUYEHUE, XapaKTEPUCTUKa U JIp. ).

3.2. O6padorka L1/1.

3.2.1. O6paboTka nepcoHaIbHBIX JaHHBIX OCYIIECTBIISCTCS:

- C cornacust cyObeKTa IepCoHaIbHBIX JaHHBIX HA 00padOTKY €ro nepcoHaabHbIX JaHHbIX:

- B ciyyasx, korjia oopaboTka mepcoHalbHBIX JaHHBIX HEOOXOoauma JUIsl OCYIIECTBICHHUS
M BBLINOJHEHHS BO3JOKEHHBIX 3aKOHOAATENLCTBOM Poccuiickoit ®Denepanuu  (QyHKIHH,
[MOJIHOMOUYMH U 00sI3aHHOCTEH.

3.2.2 Ilesn obpadoTkm 11/1:

- OcyiecTBIIEHUE TPYAOBLIX OTHOLIICHUH,

- OcylIecTBICHHE TPAXK/IAHCKO-ITPABOBBIX OTHOILICHHH.

3.2.3. Kareropuu cyObEKTOB EPCOHAIIBHBIX JaHHBIX:

- (hu3MuecKue JMIA, COCTOSAIINE B TPYIAOBBIX B3auMooTHommeHusX ¢ MKY «CepBuCHBIH
LHEHTPY;

- GJM3KHME DPOJICTBEHHUKH JIMI[, COCTOSINMX B TPYAOBBIX B3aMMOOTHOMIEHHSX ¢ MKY
«CepBHUCHBIN LIEHTPY:

- (pu3HUecKue Jula - NoTPeOUTENIN U UX 3aKOHHBIE IIPEJICTABUTEIIN;

- (huzuueckue JIMa, MPETeHACHTHI Ha 3aMEeIeHUe BAKAHTHOH JIOJDKHOCTH:

- (hu3nueckue uia - NPaKTUKAHTHY/CTaXEPHI.

3.2.4. I1]1, oOpadarsiBacMbie Y UYpEKICHUEM:

- JlaHHBIE MOJTyYEHHbBIE IIPU OCYIIECTBICHUU TPY/I0BbIX OTHOIIICHHUH,

- JlaHHBIE MOJIYYEHHBIE JIJI OCYIIECTBICHUS 0TOOpa KaH/1/1aTOB Ha padoTy;



- banku juis Hauncenus 3apaboTHOM MIaThI (HA OCHOBAHUU JIOTOBOpA);
- bIOpPO Kpe/IMTHBIX UCTOPHIL (¢ coryacus cyobekTa):
- IOpuanveckue u xomiekTopekue pupmMbl, paboTaromue B paMKax 3akoHojarenbcTBa PO,

[pH HEUCIIOTTHEHUH 00sI3aTEJILCTB 110 JIOTOBOPY 3aiiMa (¢ coriacus CyOBeKTa).

4. 3amuTa NepcoHAIbLHBIX JAHHBIX

4.1. B cooTBeTcTBHHU ¢ TpeOOBAHUSIMU HOPMATHBHBIX JIOKYMEHTOB B Y YpPEXKJICHUHU CO3/1aHa
CHCTEMa  3alIAThI  NepCOHaNbHBIX JMaHHBIX (C3IIJ]), cocTtosimas w3 moacucreM MPaBOBOIA,
OpPraHru3alMOHHON U TEXHUYECKOM 3aIUTHI.

4.2. lloacucrema mnpaBoBOH  3aIUTHI [IPEJCTABIISICT COOOM KOMILJIEKC ITIPAaBOBBIX,
OPTaHU3alIMOHHO-PACTIOPSA/IUTENIBHBIX W HOPMATHUBHBIX  JIOKYMEHTOB, 00ECIIEUHBAIOIIUX
Co3/1aHKe, (PYHKIIMOHMPOBAaHHE U coBepiieHcTBOBaHme C3I1/].

4.3. Iloncucrema opraHM3aliMOHHOM 3aIMTHI BKIIOYACT B celst OpraHu3aIui CTPYKTYPhI
ynpasienust C3IIJI, paspemuTensHOi  CHUCTEMBI, 3allUThI HH(pOpMalMKU TIpu  pabore ¢
COTPY/AHUKaMH, ITapTHEpaAMH ¥ CTOPOHHUMH JIMIIAMH, 3alIUThl HH(POPMAIIMK B OTKPBITO ITEYaTH.
yOJIMKATOPCKOM U PEKJIaMHOM JeSTeTbHOCTH, aHATUTHYECKO padoTHI.

4.4. lloacucremMa TEXHHMYECKOM 3alUThI BKIIOYAET B ceBs KOMIIJIEKC TEXHUYECKHUX,
[IPOTPAMMHBIX, ITPOTPAMMHO-aINapaTHBIX CPeJICTB, oOecneunBarommx 3amuty [1]]1.

4.5. OcHoBHBIMU Mepam#u 3amuTh [1]], UCTI0JIb3yeMbIMHU OOIIECTBOM, SIBJISIFOTCS:

4.5.1. HasnauyeHwe Jjuna OTBETCTBEHHOIO 3a o0pabotky IIJI. koTopoe ocyuiecTBisier
opranusanuio oopadorku IIJ], oOyuenme wu wuHCTpyKTAK. BHYTPEHHUU KOHTPOJIb 3a
COOJIIO/ICHHEM Y UPEK/ICHHUS M ero pabOTHUKAMHU TPeGOBAHMI K 3alIuTe L1J1;

4.5.2. OmnpejienieHue akTyaabHBIX yrpo3 6e30MacHOCTH [IJT mpu ux o6paborke B UCIIJI, u
pa3paboTka Mep ¥ MeponpusTHii 1o 3augmre [1]];

4.5.3. PaspaboTka JIOKaJIbHBIX HOPMATHBHBIX A4KTOB B OTHOIICHHH 00paboTku
[MEPCOHAJIBHBIX JIAHHBIX

4.5.4. Ycranosnenue npaBui jgoctyma k I1J1, obpabarsiBaeMbiM B MCIIJI, a Taxxke
oOecrieYeH st PErUCTPAIIK M YUeTa BeexX JeHCTBHIA, coBepiuaemsix ¢ [1J] 8 UCII/I;

4.5.5. YCTaHOBJIEHHE  MHIAUBHIYAIbHBIX [mapojer  JocTyna  COTPYAHHKOB B
HH(POPMALIHOHHYIO CHCTEMY B COOTBETCTBHH € HX JIOMIKHOCTHBIM 00S13aHHOCTSIMHU;

4.5.6. IlpumeHnenue mnpowemmux B YCTAHOBJICHHOM IIOPSIJIKE MPOLEAYPY OLEHKH
COOTBETCTBHS CPE/ICTB 3aLUTHI HHYOPMALIUH;

4.5.7. Cepru()MUHPOBAHHOE AHTHBHPYCHOE [IPOrpaMMHOE O0ECIIEYEHUE C PETYIISIPHO

OOHOBJIIEMBIMH Oa3aMM;



4.5.8. CepruuiMpoBaHHOE IPOrpaMMHOE  CPE/ICTBO  3alIUTDI uHpopmamuu  OT
HEeCAHKIIMOHUPOBAHHOI'O JOCTYIIA;

4.5.9. CepTuduIEpoBaHHbBIE MEKCETEBOU YKPaH U CPEJICTBO oOHapyKEeHUSI BTOPIKCHUSI,

4.5.10. CobOmomaroTcsi ycJIoBHs, 0OeCreuynBaoUe COXPaHHOCTD [TJIl u uCKIHOYaAIOIIHE
HeCAHKIIMOHUPOBAHHBIN K HUM JIOCTYII;

4.5.11. OGuapyxenue (akToB HECAHKIIMOHHPOBAHHOTO JOCTyIA K [epCoOHaJIbHBIM
NAHHBIM ¥ ITPUHSATHS MEP.

4512. Boccranopienue I1JI, MoauUIMPOBAHHBIX HIIM YHHYTOXKEHHBIX BCICACTBHC
HeCAHKIIMOHUPOBAHHOI'O JOCTYNA K HUM;

4.5.13. OOyuenue pabOTHUKOB YUPEKICHHS, HCIOCPEACTBCHHO OCYIIECTBIISFOIIUX
00pabOTKy TMEepCOHAIBHBIX JAHHBIX, B paMKax TpeOOBaHUI 3aKOHOIATEIBCTBA Poccuiickon
depepaniuy B YAaCTH  3aIMTBI  MEPCOHAIBHBIX JIaHHBIX, B TOM quclie JOKYMEHTaM,
OTIpeICIIIONMMHU TOJUTHKY YUPeXKJICHHUs B OTHOUICHHH 00pabOTKM NEPCOHATBHBIX JIAHHBIX,
TOKATbHBIM HOPMATHBHBIM aKTaM 110 BOTIpocaM 00paboTKH MEPCOHATBHBIX TAHHBIX;

4.5.14. Ocy11ecTBJICHUE BHYTPEHHETO KOHTPOJIS M ay IUTa.

5. OcnoBHble npasa cyobexTa [1/] u 00s3aHHOCTH ONIEPATOPA

5.1. OcuoBusble nipaBa cyobekrta I1/1;

5.1.1 CyObeKkT nepcoHaJIbHBIX JJAHHBIX UMEET ITPaBO TpeboBaTh OT oreparopa yroUYHCHHS
ero TEPCOHANBHBIX JIAHHBIX, MX OJIOKAPOBAHMS WM YHHYTOXKCHHA B - CIYHAC, eCIIU
NepcoHaJbHbIE JAHHBIC SBISAIOTCS HENOJIHBIMM, YCTapeBIIMMH, HETOUHBIMHE, HE3aKOHHO
[MOJYYEHHBIMH WJIH HE SIBJISIOTCS HEOOXOIUMBIMHU JUIS 3a9BJICHHON [eJTH 00pabdOTKH, a TaKXKe
NPUHUMATH [TPEIYCMOTPEHHbBIE 3aKOHOM MEPBI 10 3allUTe CBOUX IPaB.

5.1.2. CyOBeKT TNepCcOHAJbHBIX JaHHBIX HMEET IpaBo Ha IOJYHCHHC nH(pOpPMAIIUH,
kacaroreiicss 00paboTKHU ero nepcoHaJIbHBIX JIaHHBIX, B TOM YHCJIC coJIepIKallleH:

1) noarsepxaeHue pakta 00OpadOTKK NMEPCOHAIBHBIX JaHHBIX OTIEPATOPOM.

2) paBOBbIE OCHOBAHUS U LIEJIH 00padOTKH MEPCOHAIBHBIX TaHHBIX;

3) 1eJIM ¥ IPUMEHSEMBIE ONIEPaToOpoOM criocoObl 00padOTKH MEPCOHATBHBIX TaHHBIX;

4) HaUMEHOBAHHME U MECTO HAXOXKJICHUs OnepaTopa, CBEACHUA O JIMHAX (3a UCKIIIOUYECHUEM
paGOTHUKOB OIEpaTOpa), KOTOPbIE MMEIOT JOCTYIN K MEPCOHAIBHBIM JaHHBIM HIIH KOTOPLIM
MOTYT OBITH PACKPBITHI IEPCOHAJILHBIE JaHHbIE HA OCHOBAHMH JIOroBOpa € ONEPAaTOPOM MM Ha
OCHOBaHUM (peepajibHOrO 3aKOHA,;

5) obpabaTbiBaeMble MEPCOHAIbHBIE JAHHBIC, OTHOCAIIUECS K COOTBETCTBYIOMICMY
CYOBEKTY MEPCOHAIBHBIX JAHHBIX, MCTOYHHUK HX TIOJYy4YCHHS, CCJIN MHOU  TOPSIO0K

[peJICTABJIEHHUS] TAKUX JIAHHBIX HE NIPEYCMOTPEH (heiepalbHbIM 3aKOHOM:



6) cpoku 00pabOTKH MEPCOHAIBHBIX JAHHBIX, B TOM YHCJIE CPOKH HUX XpaHECHHUS;

/) MOPSIIOK OCYILECTBICHHS CYOBEKTOM MEPCOHANBHBIX TaHHBIX paB, IPEAYCMOTPEHHBIX
HacTosIUM DenepaibHbIM 3aKOHOM:

8) uH(popmaIuro 06 OCyIECTBICHHOM UM O Tpe/oiaraeMoi TPaHCI'PAHUYHOM IIepeaye
JIAHHBIX;

9) HauMmeHOBaHME WM (aAMUIHIO, WMS, OTYECTBO W aJipec JIMIa, OCYUIECTBIISIOIIETO
00pabOTKy MepcoHaNbHBIX JaHHBIX 110 MOPYUYEHHIO oneparopa, eciii 00padoTKa rnmopydeHa Hiu
OyJZET opy4eHa TaKoMy JIHILY:

10) unple cBeieHUs, NPEYCMOTPEHHbIE HACTOSIIHAM DerepalibHBIM 3aKOHOM HJIH JIPYTUMH
(peepaibHBIMU 3aKOHAMMU.

5.1.3 Obparenus k onepatopy ¥ HalPaBIEHHIO MY 3aIIPOCOB:

S.1.4 O0xanoBanue neiicTuii uiam 6eszeiicTBus oneparopa.

5.2. O6s3anHocTH Oneparopa:

Omneparop o0s13aH:

- llpu cbope nepconanbHBIX JIaHHBIX IPEIOCTABUTE CYOBEKTY NMEPCOHAIBHBIX JaHHBIX IO
€ro npocroOe uHpopmaLuio o nosyueHHsIx [1]]

- B ciydasx eciu 11/l Obutn momydenst He ot cy6nekra I1]], yBeOMHTE cyOBeKTa
[MEPCOHAIBHBIX JAaHHBIX

- B ciaydae orkasza cyowekta IIJI B mpenocrasnenmu I1)] cyOBeKkTy pasbscHSIOTCS
FOPUIMYECKHUE TTOCIIE/ICTBUS TAKOTO 0TKA34a:

- OIYOJIMKOBATh MJIM UHBIM 00pa3oM 0GECIEYNTh HEOrPaHHYEHHbIH JOCTYII K JJOKYMEHTY,
OIPCACBIOIIEMY €T0 IIOJUTHKY B OTHOLICHHH 0OpaboTku IT/[, x cBeneHusM 0 peanusyembix
TpeOoBanusx K 3ammre [1]];

- IIPUHUMATh HEOOXOJMMBIE NPABOBBIE, OPraHU3ANMOHHBIE W TEXHUUECKHE MEpPbl HJIH
oOecreynBaTh UX MPUHITHE JUIs 3ammThl [1)] ot HEIIPABOMEPHOI'0 MJIM CIIy4alHOTO JIOCTYIIA K
HUM,  YHHUYTOXCHHUSA,  M3MCHEHMs,  OJIOKUPOBAHMs,  KOIHMPOBAHMS,  IPEJOCTABJICHHS,
pactipocTpanenus 11/] a Takyke oT MHBIX HEpaBOMEPHBIX JEHCTBHI B OTHOIICHUH LIJT;

- JlaBaTh OTBETHI Ha 3ampocel U obOpamenus CyOwvektoB I/, ux mnpeacraButeneii u

YIIOJTHOMOYEHHOTO OpraHa I1o 3amure npas cyonekToB [1]1.



